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1. O0mue MoJI0KEeHUs.
1.1. Hacrosmee Ilonoxenue «0O06 wuHbOpMaMOHHONW Oe3omacHOCTHY (nanee -
[TonoxxeHue) pa3paboTaHO B COOTBETCTBUU C:

o ®denepanbHbM 3aK0HOM OT 27.07.2006 Ne149-D3 (pen. ot 30 aexabps 2021 r.)
«O06 nnpopmaluu, UHPOPMAITMOHHBIX TEXHOJIOTHUIX U O 3aIUTe UHGOPMAITUN,

o ®enepanbubiM 3akOHOM OT 27.07.2006 Nel52-®D3 (pexn. ot 2 uronsa 2021 r.) «O
MIEPCOHANILHBIX TAHHBIX,

e [locranosnenuem IlpaBurennpctBa PO ot 01.11.2012 Nel119 «O6 yTBepkaeHUM
TpeOOBaHMM K 3alllUT€ TMEPCOHAJBHBIX JAHHBIX TIpU HUX 00paboTke B
UH(OPMAITMOHHBIX CUCTEMaX IMEPCOHATBHBIX TAHHBIX),

o [Ipuxkazom ®CTIK Poccum ot 18.02.2013 Ne21 (pen. ot 14.05.2020) «O6
yrBepkaeHnn CocTaBa U COJAEPKAHUS OPraHU3AIMOHHBIX U TEXHHUYECKUX MEp
no obecrneueHnto Oe30MaCHOCTH MEPCOHATIBHBIX JAHHBIX MPH UX 00paboTKe B
MH(OPMAIMOHHBIX CUCTEMaX MEPCOHAIBHBIX TAaHHBIX).

1.2. TlomoxxeHue peryaupyeTr TMOJUTHKY MyHHUIUnaiapbHoro OromketHoro Ilentpa
JOTIOJTHUTENBHOTO  OOpa3oBanus «lleHTp oScTeTHYecKOoro BOCTIHTAHHS JETeH U
Mosiofiexku» ropoackoro okpyra Camapa (manee — llentp) mo Oe3omacHOCTH
WH()OPMAITMOHHBIX ¥ KOMMYHHKAITMOHHBIX PECYPCOB U TEXHOJOTHHA U OOITUH TOPSIOK
oOpalieHus ¢ JOKYMEHTaMH, COAECPKAIUMU CIY>KEOHYI0 HH(DOPMAIUIO OTPAaHUYEHHOTO
pacnpoCTpaHEHUS M YCTaHABIIUBAET:

e O0OBEKTHl 3amUThl HMHPOpPMAIMK U CYOBEKTHl JOCTyNa K uHpopmanmu
UH(OPMAITMOHHBIX CUCTEM U PECYPCOB;

® OCHOBHBIE yTpo3bl HHPOPMALIMOHHON Oe3onacHocTH (nanee — MHpopmanmonHas
6e3omnacHocTh) LleHTpa;

® OCHOBHBIE MPUHIHUIIBI TOCTPOCHUSI CUCTEMBI 3alIUThl HH(MOpMaruu LlenTpa;

® Mepbl, METOJAbl M cpeicTBa obecneuenus MHpopMannoHHol Oe30macHOCTH
Llenrpa.

1.3. Hacrosmmee Ilonokenue pa3paboTaHO C IETBI0 YCTAHOBICHUS HAJICKAIIETO

nopsjika paboThl U co3gaHue 0€30IMAaCHbIX YCIOBUN AJis 00YYarOUIUXCsl U COTPYAHUKOB



HCHTpa, a4 TaK XK€ HMCKIIOYCHHA BO3MOXXHOCTH ITPOHHUKHOBCHHA ITOCTOPOHHHX JIUII,

BBIHOCA MaTepUaIbHBIX LIEHHOCTEH, MHBIX HAPYIIEHUH OOIIECTBEHHOTO TOPSAKA.

2. O0beKTHI, MoAJIeKAIIME 3aAIUTe

2.1. B Llentpe obpabarbiBaeTcst uHGOpMaIus, coaepsKaiias CBeCHUs OrPaHUYEHHOTO

pactpoctpaHeHust (ciaykeOHas wHOpMaIHs, TEPCOHATBHBIC aHHBIC), U OTKPHITHIC

CBCIACHUS. 3aHII/ITC moaJIcxXaTt BCC I/IH(I)OpMaI_II/IOHHBIC CHUCTCMbI HCHTpa, HC3aBHCHMO OT

WX MECTOHAXOXKJICHUS, YUCIISIIHECs Ha OyxranTepckom ydete LlenTpa.

2.2. OcHOBHBIE OOBEKTHI, OJICIKAIIINE 3AIUTE:

e uHbOPMAIIMOHHBIE CUCTEMBI MEPCOHANBHBIX NaHHBIX (Hanee — UCII[IH), a Taxke

OTKpbITast (0OmenocTynHas) uHpopmanus, HeoOxoaumas A pabotsl Llentpa,
HE3aBUCHUMO OT ()OPMBI U BUJIA €€ MPEACTABICHUS;

nporiecchl 00paboTku uHboOpManuu B WHPOpMaMOHHBIX cuctemax IleHTpa,
MH(GOPMAaLIMOHHBIE TEXHOJIOTUH, PETJIAMEHThI U MpOoLEAyphl cOopa, 0OpaboTKH,
XpaHeHus U nepeaadn nHPopMaIuy;

uHpopMalimoHHass WH(pPACTPpyKTypa, BKIIOYAIOMIAsl CHCTEMbI OOpabOTKU U
aHanu3a WH(popMalnMM, TEXHUYECKHUE M MpOTrpaMMHbIE CpelcTBa €€ 00paboTKH,
nepeayd U OTOOpaKEeHHS, B TOM YHUCJIE KaHaJlbl MHQOPMAIlMOHHOTO OOMEHa U

TCIICKOMMYHHUKAIIMHU, CUCTEMbI 1 CPCACTBA 3allIUTHI I/IH(l)OpMaHI/II/I.

2.3. Oco0eHHOCTH 00BEKTOB, MOJICIKAIINX 3AIUTE:

00BEIMHEHNE B €IMHYIO0 CUCTEMY OOJIBIIOTO KOJIMYECTBA TEXHUUYECKUX CPEIICTB
00paboTKu U nepeaayn HHGOpMaLIHH;

HEOO0XO0MMOCTh 00ecneYeHNs HeMpephIBHOCTU (yHKIIMOHUpoBanus LlenTpa;
BBICOKAsi HHTEHCUBHOCTb HH()OPMAIIMOHHBIX IOTOKOB,

paszHooOpasue KaTeropuil mojib30BaTeIIC.

3. lleau u 3aga4m cucTeMbl odecriedyeHUus HHPOPMALUOHHOM 0€30IIACHOCTH.

3.1.

CyObekTel mocTyna kK wuH(opMmamuu mnpu obecrnedueHud WHOOPMAITMOHHON

oe3onacHoctu Llentpa sBistoTCS:

pabotnuku llenTpa, yuactByromue B UHPOPMaIMOHHOM 0OMEHE B COOTBETCTBUU

C BO3JIOKCHHBIMH HAa HUX NJOJDKHOCTHBIMH O6$IBaHHOCT$IMI/I;



e (usmyeckue M@, CBEACHHS O KOTOPHIX HAKAaIUIMBAIOTCSA, XpaHATCI U
oOpabateiBatoTCsl B MHPOpMAMOHHBIX cuctemax LleHTpa (B COOTBETCTBUHU CO
ct.14 ®enepansHoro 3akoHa or 27.07.2006 Nel52-®3 «O mnepcoHalbHBIX
JTAHHBIX»;

® COTPYIHUKH BHEUTHUX OpPTaHU3AIMK, 3aHUMAIOIINXCS Pa3pabOTKOM, MOCTaBKOM,
PEMOHTOM U 00CITy>KHBaHUEM 000pYA0BaHUS WJIM UH(GOPMAIITMOHHBIX CUCTEM.

3.2. [lepeuncneHHbIM CYOBEKTaM JIO0CTYyIAa K HHQOPMAIIMK HEOOXOAMMO 00ECTICUUTh:

® CBOEBPEMEHHOCTbH JIOCTyIa K HEOOXOAMMON UM HH(POpMAIUH (€€ JOCTYIHOCTb);

® JIOCTOBEPHOCTH (ITOJIHOTY, TOYHOCTh, AKTYaJIbHOCTh, IIEJIOCTHOCTH) HH(OpMALINK;

e KOH(MUICHIIMATLHOCT,  (COXpaHEHHWE B  TailHE)  OMNPEACIICHHOM  YacTh
uH(pOopMaIUK, 3aIUTy OT HAaBA3BIBAHUS JOKHOHN (HEIOCTOBEPHOM, MCKAKEHHOM )
uH(popMaIuy;

® BO3MOXKHOCTH OCYUIECTBJIEHHUSI KOHTPOJISL U YIPaBIEHUA IpolieccaMu 00paboTKu
U niepeiayu uHpopmalnm;

e 3amuTy UH(GOPMALIMU OT HE3aKOHHOTO PAaCIPOCTPAHEHUSI.

3.3. Lenbto 3amuThl MH(GOPMALIMU, HAa JOCTH)KEHHE KOTOPOW HalpaBieHO HacToslIee
[lonoxenue, sBASETCA 3alMTa OT BO3MOXKHOIO HAHECEHHSI CYOBEKTOM J0CTyHa K
UHGOpMAIlMU  MaTEepHAIbHOTO, (PU3MYECKOT0, MOPAJIbHOIO WJIM MHOro Yyuiepba
NOCPEJICTBOM CIYyYalHOTrO WJIM MPEAHAMEPEHHOr0 BO3ICHCTBUA HA MH(POpPMALHIO, €€
HOCHUTENIM, Tpouecchl o00pabOTKM W mepenayd. YKa3zaHHas Lelb JOCTUraeTcs
IOCPEACTBOM O0O€CIeYeHHs] M TOCTOSHHOTO TNOJEpKaHHUsS CIEAYIOIUX CBOMCTB
uH(popMaIu:

® JOCTYNHOCTH HHGPOPMAIMK JUIsI  aBTOPU30BAHHBIX CYOBEKTOB  JIOCTYIIA
(ycToitunBoro (¢yHKIMOHUPOBAHUS CHUCTEMBI, MPU KOTOPOM aBTOPH30BAHHBIC
CyOBEKTBl  JOCTyHa HMMEIOT BO3MOXHOCTb  MOJYYEHUS  HEO0OXOIUMOM
uHbopMaIun);

® [IEJIOCTHOCTH M ayTEeHTHUYHOCTH (MOATBEPKIEHUE AaBTOPCTBA) HH(POPMAIINH,
XpaHUMOU U 00pabaTeiBaeMoil B cucteMax LleHTpa u nepenaBaemMoid o KaHajiam

CBSI3H;



KOHQUIEHIIMATLHOCTH — COXpaHEHHs B TailHE ONpPENeJICHHOW YacTH
uH(pOpMaliU, XpaHUMOHM, 00pabaTbIBaeMOil U mepeaaBaeMon MO KaHaldaM CBSA3H.
HeoOxoauMelii ypoBeHb JOCTYMHOCTH, IEIOCTHOCTH U KOH(HIEHINATBbHOCTH
uHpopManuu oOecreuynBaeTcsl METOJaMU M CpPEACTBAMH, COOTBETCTBYIOLIUMHU

MHOKECTBY 3HAYUMBIX YIPO3.

3.4. OcHOBHbIE 337]aul CUCTEMBbI obOecrieueHrs uHpopMalMoHHoN Oe3omacHoCTH. [is

JOCTHIXKCHUA OCHOBHOM ocjan 3alluTbl H oOecrieucHM YKa3aHHBIX CBOMCTB

uHpopManuu cucreMa UHGOPMAIMOHHAsA OE30MacHOCTh JIOJDKHA 00ecleynuBaTh

pEIICHHUE CICTYIOIINX 3a/1a4:

CBOEBPEMEHHOE BBISIBICHUE, OICHKAa M TMPOTHO3UPOBAHHWE HCTOYHHKOB YIpO3
nH()OpMAITMOHHOW OE€30MacHOCTH, TPUYMH U YCJIOBHUH, CIOCOOCTBYIOIIHMX
HaHECEeHUI0 yuiepOa cyObeKTaM HH(POPMALMOHHBIX OTHOILIECHUH, HapyLICHUIO
HOPMaJIbHOTO (DYHKIIMOHUPOBAHUS CUCTEM;

CO3/IaHe MEXaHW3Ma OINEpPaTHBHOTO pEarupoBaHMsl Ha Yrpo3bl 0e30MacHOCTH
uH(popMaIuu;

CO3/IaHHE€ YCJOBHM JJIi MUHUMH3ALUUU U JIOKAJU3alMHd HaHOCHUMOIO yiiepOa
HENPaBOMEPHBIMU JIEUCTBUSAMU (UBNYECKUX U IOPUIUYECKUX JIHII, OocjiabiieHue
HETaTUBHOTO BIUSHUS W JTUKBHUIAIUS TMOCIEACTBUI HapylIeHHs 0e30MacHOCTH
uHbopMaIuy;

3alUTy OT BMeIATeNbCTBA B Ipolecc (yHKUMOHMpoBaHUS cucteM LleHTpa
MOCTOPOHHUX JHUI] (IOCTYN K HH(POPMAIMOHHBIM pecypcaM OJKHBI HMETh
TOJIKO 3apETUCTPUPOBAHHBIC B YCTAHOBJIEHHOM MOPSIIKE MOIb30BATENN);
pasrpaHWYeHHe JOCTyIa I[0JIb30BaTenaeil K HMH(OPMAIMOHHBIM, allapaTHbIM,
IpOrpaMMHBIM W HMHBIM pecypcaM - oOOecCHedYeHHe JJOCTyNa TOJIbKO K TeM
pecypcam M BBITIOJIHEHUS! TOJBKO T€X ONepaluil ¢ HUIMH, KOTOPblE HEOOXOIUMBI
KOHKPETHBIM  MOJb30BATeNIIM Ui  BBIMOJIHEHHUS  CBOMX  CIIy>KEOHBIX
00s13aHHOCTEI;

oOecrnieueHue ayTeHTU(UKALUN HOJIb30BaTEIIEH, Y4aCTBYIOIIHX B
UHPOPMAITMOHHOM OOMeHe (TOATBEPXkACHUE MOIIMHHOCTU OTIpaBUTENs U

noJiy4aresis uHpopManun);



3alIUTy OT HECAHKUMOHUPOBAHHOW MOAM(PUKALMHU HCIOJNb3YEMBIX B CHCTEMax
MpPOTPaMMHBIX  CPEICTB, a TakKe 3aluUTy CUCTeM OT  BHEAPEHUS
HECAaHKIIMOHUPOBAHHBIX MTPOTpamMM, BKIItOUasi KOMIIbIOTEPHbIE BUPYCHI;

3alUTy MHQOpPMALMK OT YTEYKU MO TEXHMYECKUM KaHajiaMm IpHu ee o0paboTke,

XPaHCHUH U IICpeaAavc 110 KaHajiaM CBA3H.

3.5. OcHOBHBIE MyTH pELIEHUs 3ajlad CHUCTEMbl HH(POPMALMOHHON O€30MaCHOCTH

Lentpa. OcHoBHBIEC LIenu oOecrieueHrs MH(POPMAIMOHHOW O€30MACHOCTH U pEIlICHUE

MMEPCUMUCIICHHBIX BBIIIC 3aaa49 JOCTUTAOTCA:

y4€TOM BCEX TOJUICKAIINX 3alTuTe MHOOPMAIIMOHHBIX crcTteM LleHTpa;

yu€TOM  JCWCTBHI  TEpCOHANa, OCYIICCTBISIONIETO  OOCTY)KMBaHWE U
MOAU(UKANMIO TPOTPAMMHBIX W TEXHHUYECKHUX CPEIACTB KOPHOPATUBHOU
MH(OPMALIMOHHON CUCTEMBI;

MIOJTHOTOM, peajbHOW BBITIOJIHUMOCTBIO M HEMPOTHBOPEYMBOCTHIO TPEOOBaHUI
JOKAJIbHBIX HOPMATUBHBIX akToB LleHTpa mo Bompocam oOecnedeHus
nH(})OpMAITMOHHOM 0€30T1aCHOCTH;

MOJITOTOBKOM TOJDKHOCTHBIX JIHII (PAOOTHUKOB), OTBETCTBEHHBIX 332 OPTaHHU3AIHIO
M OCYIICCTBICHHE  MPAKTHUYECKHX  MEPONPHUATHA 1O  0OecrleueHuIo
uH(OPMAITMOHHON O€30TTaCHOCTH;

HaJIeJICHUEeM KaXXJI0oro paboTHuKa (mojs3oBaTens) LleHTpa MHHUMAIBHO
HEOOXOJMMMBIMH ISl BBITIOJIHCHHSI UM CBOWX (PYHKITMOHAIBHBIX OO0S3aHHOCTEH
MIOJITHOMOYHSIMH TIO JIOCTYITY K HH(MOpMAITMOHHBIM pecypcaM LleHnTpa;
NEPCOHABHON OTBETCTBEHHOCTBIO 3a CBOM JCWUCTBUSA KaXIOTO pabOTHHKA, B
pamMkax CcBOMX (YHKIIMOHAJIBHBIX OO0S3aHHOCTEM HWMEIOMIETO JOCTYyNm K
uHpopMaImoHHbIM pecypcaM LlenTpa;

HEMPEPHIBHBIM  TOJAJIEP)KAaHUEM  HEOOXOJIMMOTO  YPOBHS  3alUIICHHOCTH
AJIEMEHTOB MH(POPMAIMOHHBIX cucTeM LlenTpa;

MPUMEHEHUEM MPOTPAMMHO-aNMNapaTHBIX CPEACTB 3allUThl WHGOPMAIMN U

HENPEPIBHON aIMUHUACTPATUBHON NOAAEPKKOU UX UCITOIb30BaHMUS;



3¢ heKTUBHBIM KOHTPOJIEM Ha COOJTIOICHHEM MI0JIb30BATEIISIMH
nH(pOPMalMOHHBIX  pecypcoB  Llentpa TpeboBanuit 1o  oOOeCHeUEHHUIO
nH(pOpMaIIMOHHOM 0€30TTaCHOCTH.

4. OcHoBHbBIE Yrpo3bl HHGoOpMauMOHHOM Oe3onmacHocTH LlenTpa

4.1. CymecTByeT 1Ba BUIa yrpo3 HHPOPMAITMOHHOW 0€301TaCHOCTH:

HNCKYCCTBCHHBIC — YI'PO3bI, BBI3BAHHBIC ACATCIIbBHOCTBIO YCIIOBCKA,
CCTCCTBCHHBIC — YI'PO3bl, BbBI3BAHHBLIC BO3I[CﬁCTBI’IHMI’I Ha I/IH(bOpMaLII/IOHHy}O
CUCTCMY U €C 3JICMCHTBI 00BEKTUBHBIX (bI/IBI/I‘-IeCKI/IX MMpoHecCCOB TCXHOI'CHHOT'O

XapakTepa Wiy CTUXUKWHBIX IPUPOIHBIX SIBJICHUN, HE 3aBUCSIIIUX OT YEIOBEKA.

4.2. HauOonee 3HaUMMBIMH yrpo3amMu HHGPOpMAIMOHHON Oe3onacHocTu lLleHTpa

(cnmocobamu HaHeceHus ymepoa cyObekTaM HHPOPMAITMOHHBIX OTHOIIIEHUH ) SIBIISTFOTCSI:

HapylleHne (YHKIMOHAIBHOCTH KOMIIOHEHTOB HWH(MOPMALMOHHBIX CHUCTEM
IlenTpa, 6s10KMpOBaHKE MH(OPMALIMY, HAPYILIEHNE TEXHOJIOITMUYECKHUX IIPOLECCOB,
CPBIB CBOEBPEMEHHOI'O PELICHUS 3a/1a4;

HapylIeHue LEJIOCTHOCTH (uckaxxeHue, IIOJIMEHa, YHUUYTOKEHUE)
uH(popmalmoHHbIX pecypcoB LlenTpa, a Takxe Qanbcudukanus (TOIIEIKA)
JOKYMEHTOB;

HapyluieHue KOH(UIECHIHUATBHOCTH (pasrjalieHue, yTedyKa) MepCOHaIbHBIX

JaHHBIX.

4.3. OcHOBHBIE HCTOYHUKH YTP03 H(pOpMaImoHHoit 6e3omacHocTu LlenTpa:

HeTpeIHaMepeHHbIE (OIMOOYHBIE, CllydyaiiHble, 0€3 3J10r0 YMbICIA U KOPBICTHBIX
1eJiel) HapylIeHUsl yCTaHOBJIEHHBIX PEryiaMeHTOB cOopa, 00pabOTKH U Mepeiadn
nHpopMaIuy, a Takke TpeOOBaHHMM O€30macHOCTH HH(pOpMAIUU W JpYyrue
JIEUCTBUS TOJB30BaTeNied MHPOpPMalMOHHBIX cucteM llenTpa (B TOM dmcie
pPabOTHUKOB, OTBEUAIOIIUX 3a OOCITYKMBAaHUE U aIMUHUCTPUPOBAHUE AJIEMEHTOB
MH()OPMAITMOHHBIX CHUCTEM), TPHUBOMAIINE K HEMPOU3BOJMUTEILHBIM 3aTparaM
BpEMEHU W PECypCOB,  PpA3MIAICHUI0O  CBEJACHUU  OrPaHUUYEHHOTO
pacpocTpaHeHusi, ToTepe  IEHHOW  MHpOpMaMU WU  HAPYIICHUIO

PaboTOCTIOCOOHOCTH PJIEMEHTOB UH(OPMAITMOHHBIX CUCTEM;



® [peAHaMepeHHbIE (B KOPBICTHBIX LIEISX, M0 MPUHYKIECHUIO TPETHUMU JIUIAMU, CO
37IBIM YMBICIIOM H T.M.) IEUCTBHS JIETAIBHO MOMYIIEHHBIX K WH(GOPMAIIMOHHBIM
pecypcam llenTpa momnb3oBareneil (B TOM uuciie paOOTHUKOB, OTBEYAIOIIUX 32
oOCny’)KMBaHUE M aJIMUHHCTPUPOBAHUE DIIEMEHTOB MH(POPMALIMOHHBIX CHUCTEM),
KOTOpPBIE TMPHUBOAST K HEMPOU3BOJAMUTEIBHBIM 3aTpaTaM BPEMEHU U PECypCOB,
pasrialleHuI0 CBEACHUI OrpaHMYEHHOIO PACHpPOCTPAHEHMS, IMOTEpEe LIEHHOU
uHbOopMaIuu WU HapyLIEHUIO paboTocrnocoOHOCTH AJIEMEHTOB
uH(popmaImoHHbIX cucteM LlenTpa;

® VYIAJICHHOE HECAHKIMOHUPOBAHHOE BMEIIATENIbCTBO TOCTOPOHHUX JIMI[ U3
BHEUIHUX ceTell oOuiero HaszHadyeHWs (MpexJe Bcero uepe3 ceTb HTepHer),
4yepe3 JieTalbHbIE W HECAHKIIMOHWPOBAHHBIC KaHAIBI TOJKIIIOUCHHS] K TaKUM
CeTsIM, WCTOJB3ysl HEAOCTaTKHM TMPOTOKOJIOB OOMEHA, CPEACTB 3alluThl U
pasrpaHUYeHHs YJAJICHHOTO JIOCTYyTa K MH(GOPMAIIMOHHBIM pecypcam;

e OmMOKH, JOMYIICHHbIE MPU Pa3pabOTKe 3JEMEHTOB MH(YOPMAIMOHHBIX CHUCTEM
IleHTpa M MX CHUCTEM 3AIIMTHI, OITMOKH B MIPOTPAMMHOM OOCCIICUCHHUH, OTKA3bl U
cOOU TEXHUYECKUX CPEJCTB (B TOM YHCIIE CPEJICTB 3aUTH HHGOPMAIIIH);

® TEXHHUYECKHE COOM PIIEMEHTOB MH()OPMAIIMOHHBIX CHCTEM.

4.4. Ilytu peanuzaiuu yrpo3 uapopmanuonHoi 6ezonacHoctu LleHTpa.
4.4.1. Ilytu peanu3anuu HEMPeTHAMEPEHHBIX UCKYCCTBEHHBIX YIP0o3 HH()OPMAITMOHHON
6e3onacHoctu Llentpa.

PabGotauku lleHTpa, sABIsAOmMMECS aBTOPU30BAHHBIMU CyOBEKTaMU JIOCTyIa
UH(OPMAITMOHHBIX CHUCTEM, a TakkKe pabOTHHKH, OOCIYKMBAIOIIUE OTACIIbHbBIC
AMIEMEHTBI HMH(POPMAIIMOHHBIX CHCTEM, SBISIIOTCS BHYTPEHHUMH HCTOYHUKAMHU
CIy4YalHBbIX BO3JCHCTBUMU. OCHOBHBIE TMYyTH pealn3alii HENpeIHAMEPEHHBIX
UCKYCCTBEHHBIX (CyOBEKTHBHBIX) yrpo3 wuHpopMairoHHoi Oe3omnacHoctu llentpa
(eficTBUS, COBEpIIAEMbIC JIFOJIbMU CITy4ailHO, TI0 HE3HAHHWIO, HEBHUMATEIHHOCTH WIIH
XaJaTHOCTH, U3 JIIOOOMBITCTBA, HO O€3 3100 YMBICTIA):

® HEOCTOPOXXHBIC JICUCTBHS, MPHUBOMIIMIAEC K YACTUIYHOMY WM  TOJTHOMY

HapYLIEHUI0 (PYHKIIMOHAIIBHOCTH 3JIEMEHTOB MH(POpPMaLMOHHBIX cucteM LleHTpa;



HEOCTOPOXKHbIE  JEUCTBUS, NPHUBOASAIIME K pasrjalieHur0 uHdopManuu
OTPaHUYEHHOTO PACIPOCTPAHEHUS WM Jealoiie ee o0Ie0CTYITHOM;
pasriaiieHude, Iepenada WiIM yTparta aTpuOyTOB pasrpaHUYEeHHs] JOCTYIa
(kTr0ueid (JJOTMHOB), MapoJieH, KIFOUEBBIX HOCUTEIICH U T. 11.);

UTHOPUPOBAHUE YCTAaHOBJIEHHBIX MpaBWJI MpH pabdoTre ¢ WHGOPMALUOHHBIMU
pecypcamu;

IPOECKTUPOBAHUE AITOPUTMOB OOpaOOTKM NaHHBIX, pa3paboTKa MPOrpaMMHOTO
o0OecrieueHUss C  BO3MOXKHOCTSIMH, MPEACTABISIONMMUA  OMACHOCTh ISt
GyHKIUOHUPOBaHUST ~ WH(DOPMAIMOHHBIX ~ CUCTEM U HMH(POPMAIMOHHOMN
oe3onacHoctu LlenTpa;

nepechuika nHpOpMaIMU 0 OIMIMOOYHOMY JIEKTPOHHOMY ajipecy (yCTpONCTBA);
BBOJ] OIIMOOYHBIX JaHHbIX;

HEOCTOPOKHASI TOpUYa HOCUTENNEeH HH(OPMAIINH;

HEOCTOPOKHOE MOBPEXKICHUE KaHAJIOB CBSI3U;

HENPaBOMEPHOE OTKIIOYEHHE O0OpYIOBaHUS MM U3MEHEHHE PEXUMOB PabOTHI
3JIEMEHTOB UH(POPMAI[MOHHBIX CUCTEM;

3apakeHHe KOMITBIOTEPOB BUPYCAMU;

HECAaHKIIMOHUPOBAHHBIA 3allyCK TEXHOJOTHYECKHUX MPOTpaMM, CIIOCOOHBIX
BBI3BaTh NOTEPIO pabOTOCIIOCOOHOCTH AIEMEHTOB HH(POPMALIMOHHBIX CUCTEM HJIN
OCYILIECTBISIOLUIMX HeoOpaTUMble B HUX H3MEHEHUs ((opMaTUpOBaHUE WIIU
PECTPYKTYpHU3alLUIO HOcUTeNeH nHGOpMAaINK, YAAICHHE TaHHbIX);
HEKOMIIETEHTHOE HCIOJIb30BaHUE, HACTPOIKA UM HENPaBOMEPHOE OTKIHOYECHUE

CPEJICTB 3aIlHTHI.

4.42. Ilytu peanuzauuu NpeIHAMEPEHHBIX HCKYCCTBEHHBIX (CYOBEKTHBHBIX) YIpO3

nH(OPMAIMOHHOM 0€3011aCHOCTH.

OCHOBHBIE BO3MOYKHBIC IIyTH YMLIHIHGHHOﬁ AC30pTraHnu3alnu pa60TBI, BbIBOJ A

DJICMCHTOB I/IH(l)OpMaHI/IOHHBIX CUCTCM H3 CTPOsA, HCCAHKIIMOHUPOBAHHOIO I0OCTYyIIa K

uHdopmaIuu (C KOPHICTHBIMU LIEJISIMU, IO TPUHYKACHUIO, U3 KETAHUS OTOMCTHUTH):

¢ YMBIIIJICHHBIC HeﬁCTBHH, IMPUBOAAIINC K YHACTUIHOMY HJIM IMOJIHOMY HAPYIICHUIO

(GYHKIIMOHATFHOCTH 3JIEMEHTOB MH(POpMAIMOHHBIX cucTeM LlenTpa;



4.5.

JACUCTBUS MO Je30praHu3anuu (PyHKIMOHUPOBAHUS HH(POPMAIIMOHHBIX CHCTEM
IlenTpa, XuIIEeHHE OHIEKTPOHHBIX JTOKYMEHTOB M HOCHUTENeH uHpopManuu;
HECAHKIMOHUPOBAHHOE KOIMMPOBAHHME JJIEKTPOHHBIX JOKYMEHTOB M HOCHUTEIEH
nH(popmaIuu;

YMBILUIEHHOE UCKa)KeHHEe NHPOPMAIUH, BBOJI HEBEPHBIX JaHHBIX;

OTKJIFOUEHHUE WJIM BBIBOJ U3 CTPOsI MOJICUCTEM obecreueHUsT (PyHKIIMOHUPOBAHUS
AJIIEMEHTOB MH(POPMAIIMOHHBIX CHUCTEM (DJEKTPOINUTAHUS, OXJIAXACHUS U
BEHTWISILINM, TUHUNA U annapaTypsl CBSI3N);

nepexBar JaHHbIX, IEPeJaBaeMbIX 10 KaHaJaM CBSI3U U X aHAJIU3;

HE3aKOHHOE TMOJy4YeHHUEe aTpuOyTOB pasrpaHUUYEHUs JocTyna (KMCHONb3ys
XaJIaTHOCTh MOJIb30BATENEH, MyTeM MOAJIENKH, TOAO0pa mapoJs);
HECaHKIIMOHUPOBAHHBIM JIOCTYIl K pecypcaM HUH(GOPMAIMOHHBIX CHCTEM C
pabounx CTaHIIMI aBTOPU30BAHHBIX CYyOBEKTOB JTOCTYIIA;

XHIIEHUE WM BCKPHITHE MHPPOB KPUMTOZAMUTHI HHPOPMAIINH;

BHEJPEHUE alMapaTHbIX M MPOrPaMMHBIX 3aKJIaJ0K C LEIbI0 CKPBITHO
OCYIIECTBIISATh JOCTYNl K HH(OPMALMOHHBIM pecypcaM WM J1€30praHu3aluu
(GYHKIIMOHUPOBAHUS IEMEHTOB MHPOPMAITMOHHBIX cucteM LleHnTpa;

HE3aKOHHOE  HCMOJBb30BAaHME  DJIEMEHTOB  WH(MOPMAIMOHHBIX  CHCTEM,
HapylIaolllee IpaBa TPETbUX JIULL;

NPUMEHEHHE TOACIYIIMBAIOIINX YCTPOUCTB, (OTO M BHUACO ChEMKa MJiA
HECAHKIIMOHUPOBAHHOTO CheMa HH(OpMaIIHH.

[Iytu peanuzanuu  OCHOBHBIX €CTECTBEHHBIX yrpo3  HHGOPMAIIMOHHOMN

0€30MaCHOCTH:

BBIXOJl U3 CTpOosi 000OpyaoBaHUsS MH(POPMALMOHHBIX CUCTEM M 00OPYIOBaHUS
oOecrieueHus ero (PyHKIIMOHUPOBAHUS,
BBIXO/1 U3 CTPOS UM HEBO3MOXHOCTbh UCIIOJIb30BaHUs JIMHUN CBA3H;

MoKapbl U CTUXUMHBIC OCJICTBUS.

4.6. Monenb BOBMOKHBIX HAPYIIUTEIIEH.

4.6.1. Tunel HapyLIUTEIIEH:
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C yueroM KaTeropuu Jull, MOTHUBALMM, KBAIU(PHUKALUWU, HAIAYUS CHEIUATbHBIX
CPEACTB:

HexommieTeHTHBIM (HEBHUMATENBbHBIM) TOJb30BaTelh — paboTHUK LleHTpa,
MPEANPUHUMAIOIIMK TIONBITKA BBITOJIHEHUS 3alpPEIICHHBIX ACHUCTBHM, JOCTyna K
3allIUIIAEMbIM  pecypcaM HH(GOPMAIMOHHBIX CHUCTEM C MPEBBIIMICHUEM CBOUX
IOJIHOMOYNM, BBOJA HEKOPPEKTHBIX JAHHBIX, HApYyIICHUS MPABUI U PErJIaMEHTOB
paboTel ¢ nH(pOpMaIuen, NeUCTBys MO OMIMOKE, HEKOMIETEHTHOCTH WJIM XaJaTHOCTH
0e3 yMbICIIa U UCOJIB3YIOIIUNA MTPU 3TOM TOJIBKO IITATHBIE CPEJCTBA;

Jrobutens — pabotHuk llenTtpa (wim moapaszneneHus BHEIIHEH OpraHU3aIlNH,
3aHUMAIOIIEHCsl 00CITy)XKUBaHHEeM WH(OPMalMOHHBIX cucTeM lLleHtpa), mbITaromuiics
HapylIUTh CHUCTEMY 3allUThl 0€3 KOPBICTHBIX ILEeJeil, ymbIcia WId A
CaMOYTBEPKICHUS.

[Ipy >TOM MCHONB3YIOTCS pPA3IUYHBIE METOIBI MOJYYEHUS JOMOJHHUTEIBHBIX
IIOJTHOMOYHM JIOCTyna K pecypcaM, HEAOCTATKH B MOCTPOEHUU CHCTEMBI 3alIUTHI U
JOCTYIIHBIE €My INTaTHbIE CPEACTBA (HECAHKIIMOHHPOBAHHBIE JEMCTBUS MOCPEICTBOM
MPEBBIINICHUS] CBOMX IOJHOMOYMM HA HCIOJIb30BAHUE PA3PEIICHHBIX CPENCTB),
HEIITATHBIE HHCTPYMEHTAJIIbBHBIE W  TEXHOJOTMYECKHWE IPOrpaMMHBIE CpEICTBA,
CaMOCTOSITENIbHO pa3paboTaHHbIE MNPOTpamMMbl WM CTaHAAPTHBIC JOTOJHUTEIbHBIC
TEXHUYECKUE CPEACTBA.

BuyTpenHuii (BHEIIHUI) 37OYMBIIUJICHHUK - aBTOPU30BAHHBIM CYOBEKT AOCTYyIa
(mocTopoHHEE JIMIO0) JEHCTBYIOLIMM IIeJIEHANpaBIeHHO (B TOM 4YHCJIE B CrOBOpE C
JUIaMH, He sBIstommMucs pabotuukamu Llentpa). [Ipu 3ToM HConb3yr0TCSI METOIBI U
CPEACTBAa B3JIOMA CHUCTEMBI 3allMTHI, BKJIOYAas AareHTYpHbIE METOJABI, IACCHUBHBIC
cpencTtBa (TEXHMUYECKHE CpEACTBa IEepexBaTa), METOAbl M CPEACTBA AKTHUBHOTO
BO3JCHCTBUS (MOIu(UKALMUSg TEXHUYECKUX CpEACTB, MNOJKIYEHHE K KaHajlaMm
repeayd  JaHHbIX, BHEAPEHHE MNPOrPaMMHBIX 3aKJIAJIOK M HCIOJIb30BAHHE
CHEUUaIbHBIX HMHCTPYMEHTAJbHBIX W TEXHOJOTMYECKUX MPOrpaMM), a TaKKe
KOMOWHAIIUY BO3JICUCTBHM, KaKk U3HYTPH, TaK U u3BHE LleHTpa.

4.6.2. BHyTpEeHHUE HAPYILLINUTEIIN:
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BHyTpeHHUM HapylmuTeneM MOXKeT ObIThb JUIO0 W3 CIEAYIOUUX KaTeropui

pabotHukoB llenTpa:

® 3apCrUuCTPpUPOBAHHLIC IIOJIB30BATCIIN )41 IepcoHal, 060Hy>KHB3IOHIPIﬁ

TEXHUYECKHE CpecTBa MUHPOPMALIMOHHBIX cucteM LleHnTpa;

pabOTHUKH, B TOM YUCJIE PYKOBOIUTENH, HE SBIISIONINECS 3aPETUCTPUPOBAHHBIMH
MOJIB30BATENISIMU U HE JOMNYyIICHHbIE K MH(DOpMaMoHHBIM pecypcaM LlenTpa, HO
HMMEIOIIME JOCTYM B 3/TaHUS U TTIOMEIICHUS,

pabOTHHUKHU, B TOM YHCJI€ PYKOBOJWTENH, 3aJICCTBOBAHHBIC B pPa3pabOTKE H

COIIPOBOKJICHHH IIPOTrPAMMHOT'O 00CCIICUCHHUS.

4.6.3. BHemIHUE HAPYLLIUTEIIN:

BHemHum HapymuTeneM MOKET OBITh JIULO U3 CIEAYIOIUX KaTerOpu:

pabotHuku LleHTpa, ¢ KOTOPBIMU IIPEKpalIeH (PaCTOPTHYT) TPYAOBOM TOTOBOD;
OpEICTaBUTENIM  BHEIIHUX  OpraHU3aludid, 3aHUMAIOLUXCS  pa3padOTKOMH,
MIOCTAaBKOW, PEMOHTOM U OOCITy)KMBaHHEM 3JI€MEHTOB HH(POPMAIIMOHHBIX CUCTEM;
YIEHBI IPECTYITHBIX OpraHr3aluil WIK J11a, 1eUCTBYIOIINE 110 UX 3a/1aHHIO;
JUIA, CIYy4YalHO WJIM YMBIILIEHHO MPOHUKIINE B JOKAIbHYIO BBIYUCIHUTEIBHYIO
ceTh LlenTpa U3 BHEIHUX TEIEKOMMYHUKAIIMOHHBIX CETEeH (XaKephl);
aAMUHUCTPATOPbl ~ aBTOMATU3UPOBaHHBIX  cucteM  LleHTpa,  uMmeromue
HEOTpaHWYEHHBIH JOCTYyn K UHGOPMALMOHHBIM pecypcaM KOMIIOHEHTOB
KOPIOpPaTUBHOM UH(OPMAIMOHHON CUCTEMBI. AJMUHUCTPATOPHI
ABTOMAaTU3HPOBAHHBIX CHUCTEM MOTYT OTHOCUTBCS KaK K BHEIIHMM, TaKk U K

BHYTPEHHHUM HapYILIUTEIISIM.

4.7. Yteuka nHpopmManuu no TEXHUYECKUM KaHaJlaM MPH MPOBEACHUN MEPONPUITHI 1

OKCILTyaTalli TCXHHUYCCKHX CPCACTB YCTAHABJIMBAIOTCA CICAYIOIIHNC KdHAJIbl YTCUYKH

501041

HapyleHusT UEJIOCTHOCTH HMH(POpPMALMKM, HapylleHus padoToCnoCOOHOCTH

TCXHHUYCCKHUX CPCACTB:

MOOOYHBIC d3JIEKTPOMArHUTHBIC M3Iy4YeHUs HWHGOPMATUBHOTO CHUTHaja OT
TeXHUUYECKUX cpencTB LlenTpa u nuuuii nepenauu nHGopmammy;

HAaBOJIKM HWH()OPMATHUBHOTO CHUTHaja, oO0pabaThIBAEMOr0  TEXHUYCCKHUMHU
CpEICTBAaMH JIOKAIBHOW BBIYHUCIUTEIBLHOU ceTh LleHTpa, Ha MmpoBOAa W JIMHUM,
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BBIXOJAIIME 3a Ipeneabl KOHTpoJupyeMoil 30HbBl LleHTpa, B T.u. Ha uenu
3a3eMJICHUS U 3JIEKTPONIUTAHUS;

AJIEKTPUYECKUE CUTHAJIBI WM PAJUOU3IYUYEHUs, 00YCIIOBIEHHBIE BO3ACHCTBUEM
Ha CpesCTBa nepeaadn UH(pOpMalMK BBICOKOYACTOTHBIX CUTHAJIOB, CO3/1aBaEMBbIX
C TMOMOIIBI0 pa3BeAbIBATEIbHON ammaparypsl, 1mo 3¢upy u mnpoBojam, OO
CUTHAJIOB MPOMBIIUIEHHBIX PAJIMOTEXHUYECKUX YCTPOMCTB (paaroBeLIaTENbHBIE,
pPaaMoJIOKAlIMOHHBIE CTAHIIMH, CPEJICTBA PAUOCBSI3HU U T.I1.), U MOIYJIALUEH UX
MH(OPMATUBHBIM CUTHAJIOM;

aKyCTMUYECKOE H3JIyueHUE HH(OPMATUBHOIO PEYEBOrO0 CHUTHAJA WJIM CHUTHAA,
00yCIIOBICHHOTO (YHKIIMOHUPOBAHWEM TEXHHUYECKHX CpEACTB 00paboTKn
uHpOopMaIuy;

ANIEKTPUYECKUE CUTHAIIBI, BO3HUKAWOIIME TIOCPEICTBOM MpPeoOpa3oBaHuUs
WHOPMATUBHOTO CHUTHAJla W3 aKyCTHMYECKOTO B DJIIEKTPUYECKHI 3a cuer
MUKpO(GOHHOTO 3(h(]erTa U PpacHpoCTPaHAIONIMECS IO MPOBOJAM H JIHHHUSIM
nepenayu uHGopmaIuu;

BUOpAllMOHHBIE CHUTHANIBI, BO3HUKAWOIIME TIOCPEACTBOM TpeoOpa3oBaHus
UHPOPMATUBHOTO aKyCTHMYECKOTO CHUTHajla TpU  BO3JEHCTBUM €ro Ha
CTPOUTENbHbIE KOHCTPYKIIMM W HWHXEHEPHO-TEXHUYECKHE KOMMYHUKAIIUU
BBIJICTICHHBIX TIOMEIICHU;

BO3/ICIICTBHE HAa TEXHUYECKUE WJIM MPOrpaMMHBIE CPEJICTBA B LIEJIAX HApyIICHUs
LEJIOCTHOCTH (YHUUYTOXKEHMSI, HCKa)xeHus) uHpopmaiuu, padoTOCIOCOOHOCTH
TEXHUYECKUX CPEICTB, CPEACTB 3alUThl HWHGOpMANWW, aApPEeCHOCTH U
CBOEBPEMEHHOCTH MH(GOPMALIMOHHOTO OOMEHA, B TOM YHCJIE 3IEKTPOMArHuTHOE,
yepe3 CHeNHalbHO BHEJAPEHHBIC OJIIGKTPOHHBIE W TPOTPaAMMHBIE CPEICTBA
(«3aKIaaKm»);

nepexBaT HH(OpMAaMM WM BO3JEUCTBUE HAa HEE C HCIHOJb30BaHHUEM
TEXHUYECKUX CPEACTB MOXKET BECTUCh HEMOCPEACTBEHHO W3  3JaHH,
PacCMOJIOKEHHBIX B HEMOCPEACTBEHHOM OJIM30CTH OT 00BEKTa, MECT BPEMEHHOTO

npeObIBaHUsI, 3aAMHTEPECOBAHHBIX B TIEpexBaTe MH(POpMAIIUU UM BO3CHCTBUU Ha
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Hee Il npu mnoceumieHun umu LleHTpa, a Takke € MOMONIBIO CKPBITHO

YCTaHABJIMBA€MOM aBTOHOMHOM aBTOMAaTHYE€CKOW amnIaparyphl.

5. OcHOBHbIE NIPUHIMIIBI OCTPOEHHUS CHCTEMBbI 3aIIIUTHI HH(POPMALMH.
[loctpoenne cuctemsl 3amuThl uHpopMauuu lLleHTpa U ee (QYHKIMOHUPOBAHUE
JIOJKHBI OCYIIIECTBISATHCS B COOTBETCTBUU CO CIEAYIOUIMMHA OCHOBHBIMU MPUHIUIIAMU:
5.1. 3aKOHHOCT®.

[Ipenmonaraer OCyIIeCTBIEHUE 3AIIUTHBIX MEPOMPUITHA U Pa3pabOTKy CHCTEMBbI
3amuThl uHGopManuu LleHTpa B COOTBETCTBUU C JEHCTBYIOUIUM 3aKOHOAATEIbCTBOM B
obnactu uHpOpMaAIMK, MHGOPMATU3ALUUU W 3AIIUTHl MH(GOPMALIMU, a TAKXKE APYTUX
HOPMATHBHBIX aKTOB MO WH(OPMAIMOHHONW 0€301aCHOCTH, YTBEPKICHHBIX OpraHaMu
rocyJapCTBEHHOU BJIACTH.

[TpunsTeie Mepsl WHDOPMAIMOHHONW OE30MAaCHOCTH HE JODKHBI MPEMSITCTBOBATH
JOCTYIy TPABOOXPAHUTEIBHBIX OPraHOB B MPEAYCMOTPEHHBIX 3aKOHOAATEIHCTBOM
Cily4yasix K pecypcaM KOHKPETHBIX HH(OpPMalMOHHBIX cucTeM. Bce mnoib3oBarenu
uHpopmMarmoHHBIX ~ cucteM  lleHTpa  AOMKHBI ~ WMETh  TpeACTaBiIeHHE 00
OTBETCTBEHHOCTH 32 IIPABOHAPYIICHHS B 00JaCTH HHPOPMALIUH.

5.2. CUCTEMHOCTS.

CucteMHBIN TTOAXO0/ K MOCTPOCHUIO CHCTEMBI 3aIUThl HHPOPMAIIUU B YUPEKICHUU
IpeanosjaraeT yuyer BCEeX B3aMMOCBSI3aHHBIX, B3AMMOJICHCTBYIOIIUX M HU3MEHSIOIMIUXCS
BO BPEMEHU JJIEMEHTOB, YCIOBUU U ()aKTOPOB, 3HAYMMBIX ISl IOHUMAHUS U PEIICHUS
npoOsieMbl obecniedeHuss uHpopmanmoHHol Oe3omacHoctu llenTpa. Ilpu co3nanun
CHUCTEMbl 3alllUThl YUYWTHIBAIOTCS Bce ciabble u Hauboyiee YA3BUMBIE MeCTa
uHpopMaImoHHBIX cucTeM lleHTpa, a Takke XapakTep, BO3MOXHBIE OOBEKTHl U
HaIpaBJeHUsl aTak Ha He€ CO CTOPOHBI HAPYIUUTEJEH, MyTH HECAHKIIMOHHUPOBAHHOTO
noctyna K nHpopmaruu. Cuctema 3amuThl JOJIKHA CTPOUTHCS C YIETOM BO3MOXKHOCTH
NOSIBJICHUS! TPUHIIMITHAIBHO HOBBIX MyTEH peanu3aiuu yrpo3 0€30MacHOCTH.

5.3. KOMILIEKCHOCTS.

KomruiekcHOe MCMOb30BaHUE METOJIOB U CPEACTB 3alIUThl MH(POPMAIMOHHBIX

CUCTEM IMpPEANOJaraeT COIVIACOBAHHOE IMPUMEHEHHUE TPOTPAMMHBIX M TEXHUYECKHX

CpPEIICTB TMPU TNOCTPOCHUU IEJIOCTHOM CHUCTEMBI 3aIlUThI, MNEPECKPHIBAIONIEA BCE
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3HAUMMBbIE KaHaJbl peaiu3alu yrpo3. 3aliuTa JOJKHA CTPOUTHCS SUICIOHHUPOBAHO.
Bruemmnsis  3ammuTa g0mKHA — o0ecmedyMBaThCA  (PUBWYECKUMH  CPEICTBAMH,
OpraHU3alMOHHBIMU U TIPABOBBIMH MEPAMHU.

5.4. HenpepbIBHOCTD 3aIlIUTHI.

Jlnst obecniedeHusl STOTO TPHHIMIIA HEOOXOAMMA IMOCTOSHHAS OpraHWU3alMOHHAs
(anMUHHMCTpATHUBHAS) OAJIEPKKA (CBOEBPEMEHHAs! CMEHA U 00ecriedeHre MPaBUIIbHOTO
XpaHECHHsI U PUMEHEHUS UMEH, MapoJied, KIIIoUe mm@poBaHus, IEpepacipeaciCHIe
nosHoMounii). [lopsimok monydeHust npocTyna K HMHQOPMALMOHHBIM — pecypcam
perinaMeHTupyercss B MHCTPYKIIMM TIOJIB30BATENsI, OCYIIECTBISIONIETO 00paboTKy
MIEPCOHANILHBIX JTAHHBIX Ha 00bEKTaX BHIYUCIUTEIILHON TEXHUKH.

5.5. CBOEBPEMEHHOCTS.

[IpeamonaraeTcst ympexmaronuii xapakrep Mep oOecnedeHus: WHEGOPMAIMOHHON
0€30MacHOCTH, TO €CTh MOCTAaHOBKA 3a7a4 MO KOMIUIEKCHOM 3amuTe uHbOpMauu u
peanuzaius Mep oOecredyeHuss 0e30macHOCTH HWH(OpPMalMM Ha pPaHHUX CTadusx
pa3paboTku HWH(POPMAIIMOHHBIX CHUCTEeM. Pa3paboTka cHCTeMBl 3allUThl BEIETCS
napauieIbHo ¢ pa3paboOTKOM ©W  pa3BUTHEM CaMOM  MOJJICXKAIeHd  3alluTe
MH(OPMALIMOHHON CUCTEMBI.

5.6. IIpeeMCTBEHHOCTb U COBEPILIEHCTBOBAHUE.

[IpeanonaraeT MOCTOSSHHOE COBEPILIEHCTBOBAHME MEpP M  CPEIACTB  3allUThI
uHpOpMAIIMM HAa OCHOBE MPEEMCTBEHHOCTH OPTaHU3AIMOHHBIX ¢ TEXHUYECKHUX
pelIeHuid, KaJpoBOro COCTaBa, aHaIM3a (PYHKIIMOHUPOBAHUS HH(POPMAITMOHHBIX CUCTEM
Ilentpa u cucteM HH(POPMAIMOHHOW 3aIIUTHI C YYETOM HU3MEHEHHH B METONax U
cpencTBax TmepexBaTa UWH(MOpPMAIMU, HOPMATUBHBIX TpeOOBaHMI 1O 3alIUTe,
JOCTUTHYTOT'O OT€UECTBEHHOTO U 3apyO0E)KHOIO OIbITa B 3TOM 00JIaCTH.

5.7. IlepcoHanbHast OTBETCTBEHHOCTb.

[Ipeanonaraer BO3JIOXKEHUE OTBETCTBEHHOCTH 3a oOecredeHue HHGOPMAILMOHHON
0€30MacHOCTH Ha Ka)KJ0ro paboTHUKA B MpeeNax ero noJHoMouuid. B cooTBeTcTBUM €
ATUM TIPUHITUIIOM pacTpe/ieiieHre MpaB U 00A3aHHOCTEH paOOTHUKOB CTPOUTCS] TAKUM
o0pa3om, 4TOOBI B ciydae Jr000ro HapylieHuss Kpyr BAHOBHUKOB ObLT YE€TKO M3BECTEH

HJIK CBCJICH K MUHUMYMY.
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5.8. MuanMu3anus moJIHOMOYMHN.

[Ipeamonaraer mpeaocTaBlIeHHWE MOJIB30BATESIM MHHHMAIBHBIX TPaB J0CTyNa B
COOTBETCTBUM CO CIyX)e0HOW HeoOxomaumocThio. Jloctyn k uHOOpMAIUU JOJIKEH
MPEIOCTABIATLCSA TOJBKO B TOM Cly4yae U 00bEME, €CIU 3TO HEOOXOAUMO pabOTHUKY
JUTSI BBITIOJTHEHUS €70 JOJIKHOCTHBIX 00S3aHHOCTEH.

5.9. 'mbkocTh cucTeMbl UHPOPMAITMOHHON OE30MTaCHOCTH.

[Ipenmonaraer  cnocoOHOCTH ~ CHUCTEMbl  HMH(OPMALMOHHOW  0€30MacHOCTH
pearupoBaTh Ha U3MEHEHUS BHEIIHEN Cpeibl U YCIIOBUN OCYILIECTBICHUS Y UpPEXICHUEM
CBOEH AesATEeIbHOCTH. B UMCiI0 TaKuX N3MEHEHUN BXOIAT:

® K3MEHEHUS OPTaHU3aLMOHHOW U IITaTHOW CTPYKTYpHI LlenTpa;

® U3MEHEHUE CYIIECTBYIOIIMX WJIM  BHEJAPEHHE MPUHUMUIIMAIBHO  HOBBIX

UH(OPMAIMOHHBIX CUCTEM;

® BBO/I B OKCIUTyaTaI[UIO0 HOBBIX TEXHUYECKUX CPEJICTB.
5.10. IIpocToTa NpUMEHEHHUS CPEICTB 3aIUTHI.

MexaHu3MBl B METOJIBI CHCTEMBI 3aIMThl HHPOPMAIIMHA JODKHBI OBITH IMOHSATHBI U
POCTHI B MCMOJb30BaHUM. [IprMeHeHne CpPeACTB M METOJOB 3alIUTHI HE CBSI3aHO CO
3HAHUEM CIICIHAIBHBIX S3BIKOB WM C BBITTOJIHCHHEM JCHCTBUIN, TPEOYIOIHX
3HAYUTEIBHBIX  JOMOJHHUTEIBHBIX  Tpyao3arpaT  IpH OOBIYHOW  paboTe
3apEeTUCTPUPOBAHHBIX TOJIH30BATENICH, a Takke He TpeOdyeT OT TOJb30BaTels
BBITIOJTHCHUS MAJIONIOHITHBIX €My OIepaItuii.

5.11. OG0CHOBaHHOCTb U TEXHUUYECKAs PEAIN3yEMOCTb.

[Ipeanonaraet, 4to UHPOPMAIIMOHHBIE TEXHOJIOTHUU, TEXHUYECKUE U MPOTPAMMHbBIC
CpelIcTBa, CPEJCTBA M MEPHI 3aIUTHl WH(OOPMAIMU PEANTM3yIOTCS Ha COBPEMECHHOM
TEXHUYECKOM ypOBHE © OOOCHOBAHBI IS JIOCTHIKEHHS 3aJaHHOTO  YPOBHS
Oe3omacHocT UWH(OpMAIMM W SKOHOMHUYECKOW IIEJeCOOOpPa3HOCTH, a TaKkKe
COOTBETCTBYIOT YCTAaHOBJIICHHBIM HOpMam W TpeOOBaHUSAM 10 OE30MacHOCTH
uHdopMaIuu.

5.12. Cneuuanu3zanus u npodecCuoHaIn3M.
[Ipeanonaraer mpuBieYeHUE K pa3pabOTKE CPEICTB M peau3allid MEp 3allluThl

uH(pOpMaIMU CHENUATM3UPOBAHHBIX OpraHU3alMi, Hauboyiee MOATOTOBIEHHBIX K
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KOHKPETHOMY BHUAY AESATEIBHOCTH MO 00ECIEeYeHNI0 0€3011aCHOCTH MH()OPMALIMOHHBIX
PECYPCOB, UMEIOIINX OMBIT MPAKTHUECKON pabOThl U TOCYAAPCTBEHHYIO JIMIICH3UIO Ha
IpaBO OKa3aHWsA YCIyr B 3TOM oOnactu. Peanmuzanus agMUHUCTPATUBHBIX MeEp U
JKCIUTyaTalus CPEICTB 3aILUTHI OCYILIECTBIISIETCS po¢heCCHOHATTEHO
MOJIFOTOBJICHHBIMH CIIEIMAINCTaMHU 3a1uThl nHpopManuu Llentpa.

5.13. O6s13aTeIBHOCTH KOHTPOJISA.

[Ipenmonaraer 00sA3aTENbHOCT M CBOEBPEMEHHOCTh BBISBICHUS M IPECEUCHUS
HOMBITOK  HApyLIEHWs  YCTAHOBJIIEHHBIX IpaBUi  oOecriedeHus: OE€30MacHOCTH
uH(pOopMaIuu.

KoHTposb 3a 1eqaTeabHOCThIO JI000T0 MOIb30BaTeNs, KaXI0r0 CPEICTBA 3aLUTHl U B
OTHOIIEHHUU JHOOOro OOBEKTa 3aIlMThl OCYIIECTBISETCS HAa OCHOBE IPUMEHEHMS
CPEIICTB OIEPATUBHOIO KOHTPOJISL M PETUCTPALIMU U OXBATHIBAET CAHKIIMOHUPOBAHHBIE U
HECAHKIIMOHUPOBAHHBIC JEHCTBUS MoJib30oBaTesel. BrisBieHHble paboTHUKaMu LleHTpa
HEJOCTAaTKW  CHUCTEMBbI  3alMThl  MHPOpMALUU  JOBOJATCS A0  CBEJCHUS
HEMOCPEACTBEHHOT0 pyKoBoAuTens. (O CyIIEeCTBEHHBIX HEIOCTAaTKax CoOOIaeTcs
pykoBoautento LlenTpa.

6. Mepbl, MeTOABI U cpeAcTBa ob0ecnevyeHusi MHPOPMAILMOHHOM 0€301IACHOCTH.
6.1. Mepsb! obOecrieuenns HHOOPMAITMOHHOM 0€30TTaCHOCTH.

6.1.1. 3akoHonarenbHble (TIpaBOBBIE) Mepbl oOecreyeHuss MHGOPMAILIMOHHON
0€30MacHOCTH K MPaBOBBIM MepaM obOecrieueHus: MH(OPMALUOHHONW 0e30MacHOCTH
OTHOCATCS JAcucTByromne B Poccuiickon @enepauvu 3aKOHOHATEIIBHBIE W HWHBIC
HOPMATUBHBIE AaKThl, PErJaMEHTHPYIOIIME TMpaBuia oOpaiieHuss ¢ uHbOpMalueH,
3aKpeIUISIONINe MpaBa U O0S3aHHOCTH YYaCTHUKOB MH(OPMAIMOHHBIX OTHOILIEHHUH B
mporecce ee  00pabOTKM W HWCMOJB30BaHUSA, a TaKXKe YyCTaHABIIMBAIOIINE
OTBETCTBEHHOCTh 3a HapyllleHHus »53TUX TmpaBuil. I[IpaBoBbie Mepbl obecreueHus
MH(OPMAITMOHHOW O€30MaCHOCTH HOCAT YHPEKAAIOIINMI, MPOPUIAKTUUECKUN XapaKTep
U TpeOYIOT TIOCTOSIHHOW pa3bsICHUTENbHOW pabOThl C  MOJIb30BATEISIMU U
00CITy’KMBAIOIINM ITEPCOHATIOM HH(OPMaLMOHHBIX cucTeM LleHTpa.

6.1.2. TexHonorumyeckue Mmepbl oOecriedyeHus: HHPOPMAIMOHHOM O€30MacHOCTH K

JaHHOMY BHAY Mep oOecredeHuss HUHPOPMAIMOHHON OE30MaCHOCTH OTHOCSATCS
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TEXHOJIOTMUECKHUE PELICHUs U MPUEMBbI, HAMPABICHHbIE HA YMEHBIICHHE BO3MOKHOCTU
coBeplIeHHs] pabOTHUKaMU OMIMOOK M HapyLIEHUH B pamMKax MPEeIOCTaBICHHBIX UM
MpaB ¥ NOJHOMOYHH.

6.1.3. Opranu3anoHHbie (aIMUHUCTPATUBHBIE) MEPHI OOecreueHus HHPOPMAIIMOHHOMI
0€30MMacHOCTH.

OpranuzaiuoHHbsie (aIMUHHCTPATUBHBIE) MeEpbl oOecrnedyeHus: HHGOPMaAIMOHHON
0€30MacHOCTH — B3TO MEpbl OPraHMU3aIlOHHOTO XapaKTepa, periaMEeHTUPYIOLIIe
npouecchl (PYHKIIMOHMPOBAHUSA CHUCTEMBI OOpaOOTKM JAHHBIX, MCIOJIb30BAHHUE €&
PECYPCOB,  JAEATEIBHOCTh  OOCIY)XHMBAIOIIETO IMEpPCOHANa, a TakXKe MOPSJIOK
B3aMMOJICICTBHS MOJb30BaTENIe C CUCTEMON TakuM 00pa3oM, 4TOObI B HauOOJbIIEH
CTENEHU 3aTPYAHUTh WM MCKIIOUUTh BO3MOXHOCTh pealii3alliu yrpo3 0e30MacHOCTH
WIM CHU3UTh pa3Mep IMOTepb B chydae HX peanuzanuu. OpraHU3alluOHHBIMU
(aAMUHUCTPATUBHBIMH) MeEpaMH OO€CIeUeHUs HHQPOPMAIMOHHON OE€30MacHOCTH
SABJISIFOTCSL:

® periiaMeHTanus J0CTyma B 31anue LlenTpa;

® perjaMeHTalnus JO0MyCcKa paOOTHUKOB K HCIIOJNB30BAHUIO HH(POPMAIIMOHHBIX
peCypcoB;

e aHanu3 TpeOOBaHMI K 3JIEMEHTaM CHCTEMbl HA OCHOBE 3asBOK I10JIb30BaTeNIel Ha
oOcimy>kuBaHUE ¥ MOJU(DUKAIMIO aMMaPATHBIX U TPOTPAMMHBIX PECYPCOB;

e o0ecreuyeHHME U  KOHTPOJb  (PU3MUECKON  IEJOCTHOCTH  (HEM3MEHHOCTH
KOH(UTYpAIMK) CPECTB BEIYUCIUTEILHONW TEXHUKH;

e oOydeHue MOJIb30BaTENEH; NEATEIBbHOCTh MO O0ECHeueHUI0 HMH(OPMALUOHHON
0e3011aCHOCTH;

e ycnoBus 00pabOTKM  WHGOPMAIMOHHBIX  PECypcoB  KOH(HUACHIHUAIHLHOTO
XapakTepa, OTBETCTBEHHOCTh 3a HAPYIIEHUS YCTAaHOBJIEHHOTO MOpPsIKa
M0JIb30BaHUs HH(MOPMAIIMOHHBIMU pecypcamu LleHnTpa.

6.1.4. ®uznueckue Mepol odecrnedeHus: UHPOPMAITMOHHOM 0€30MaCHOCTH.

dusnueckrue Mepbpl oOecreueHus: MHPOPMAMOHHON O€301acHOCTH OCHOBAaHBI Ha

NPUMEHEHUH  MEXaHWYECKUX, OJIGKTPOHHBIX WM  DJCKTPOHHO-MEXaHHMYECKHUX

YCTPOKMCTB, CIIEIUAILHO TPETHA3HAYCHHBIX IS CO3/IaHUs (PU3NIECKUX MPENATCTBUNA Ha
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BO3MOXKHBIX NyTAX IPOHUKHOBEHUS M JOCTyla IOTEHIHAIbHBIX HapyILIUTENIEeH K
AIIeMEHTaM MH(POPMAIIMOHHBIX CUCTEM U 3alllUIIaeMON HH(POpMAIUH.
6.1.5. Texuuueckue Mepsl oOecriedeHnst UHPOPMALIMOHHON O€30MaCHOCTH.

TexHuueckue (ammapaTHO-pOTpaMMHbBIE) Mepbl obecreueHus: MHPOPMAIMOHHOMN
0€30MacHOCTH OCHOBAaHbI Ha UCIOJB30BAaHUU JIEKTPOHHBIX YCTPOUCTB U CIIELUATIBHBIX
OporpaMM M BBIIOJHSIOUIMX (CAMOCTOATEIBHO WJIM B KOMIUIEKCE C JIPYTMMHU
cpeacTBaMu) GYHKIUH 3alTUTHl (MACHTU(PUKAIINIO U ayTeHTU(DUKAIUIO MTOJIb30BaTeNeH,
pasrpaHUYeHHE JIOCTYIla K pecypcaM, PETUCTPalUi0 COOBITUHM, KpuUITOorpapuueckoe
3aKpbITHE HH(DOpPMALIUN).

7. OcobenHocTH 00padOTKN HHGOPMALIMH, COAEP:KAIIEH ePCOHATbHbIE JaHHbIE.
7.1. Bce nepcoHanbHble aHHblE cyObekTa LleHTpa ciieqyer momydarb y HEro camoro
(mnst oOyuaronuxcsi IleHTpa OT poauTeneil — 3aKOHHBIX mOpeactaButeneit). Ecim
[EPCOHAJIbHBIE JAHHBIE BO3MOYKHO IOJYYUTh TOJIBKO Yy TPEThEH CTOPOHBI, TO CYOBEKT
NEPCOHAIBHBIX JAHHBIX JOJDKEH OBITh YBEOMIIEH 00 3TOM 3apaHee M OT HEro JOJKHO
OBITH MOJYYEHO MUCEMEHHOE COTJIacHe.

JomxHocTHOE uio LlenTpa JOmKHO COOOMNTh CYOBEKTY MEPCOHAIbHBIX JAHHBIX O
HEJSIX, MPeAnoJaraéMblX UCTOYHUKAX U CIOCO0aX MOJTYYSHHS MEPCOHAIBHBIX JTaHHBIX,
a TaKkKe O XapakTepe moanexamux nomydenuro [1J[ m mocnmeacTBusix oTkasa AaTh
IUMCBMEHHOE COTrjlache Ha UX MOJIyuYeHUE.

7.2. YupexaeHue He HMEET MpaBa MOIy4aTb U 00pabaThiBaTh JAaHHBIE CYOBEKTa
NEPCOHANBHBIX JAHHBIX O €ro pacoBOi, HAIMOHAJIbHOW MPUHAMJIEKHOCTH,
MOJIMTUYECKUX B3IIISIIaX, PEIUTHO3HBIX WM (PUIOCOPCKUX YOeKACHUAX, COCTOSHUU
3JI0pPOBBS, YAaCTHOW XHU3HU. B ciyyasix, HEMOCPEACTBEHHO CBSI3aHHBIX C BOMPOCAMU
TPYAOBBIX OTHOILIEHUH, B COOTBETCTBUM cO cT. 24 Koncturymum Poccuiickoi
@enepannu paboTojaTeNnb BIpaBe MOdy4yaTh M 00pabaThiBaTh JAaHHBIE O YaCTHOM
’KU3HU pabOTHUKA TOJIBKO C €r0 MMCbMEHHOTO COIJIACHS.

7.3. CyOBEKT NEpCOHAIBbHBIX JaHHBIX CAMOCTOSITEIBHO IPUHUMAET pEIICHHE O
MPEIOCTABIIEHUU CBOUX MEPCOHABHBIX JAHHBIX U Aa€T coriacue Ha uX o0paboTKy.

7.4. O6paboTka yKa3aHHBIX JaHHBIX BO3MOXHa 0€3 €ro coriacus B COOTBETCTBHM CO

cT.6 @enepanbHbiM 3aK0OHOM OT 27.07.2006 Nel52 «O nepcoHaIbHBIX TaHHBIX).
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7.5. Cornacue Ha 0OpabOTKYy MEPCOHAIBHBIX NAHHBIX O(OpPMIISIETCS B NMUCHMEHHOM

BHUAC.

7.6. IluceMeHHOE corjacue Ha o6pa60TI<y CBOUX IICPCOHAIIBHBIX HOAaHHBIX JOJIZKHO

BKJIFOYATH B CEOs:

dammnio, WMs, OTYECTBO, aJpec CyOBEKTa MEPCOHANBHBIX IaHHBIX, HOMED
OCHOBHOTO JIOKYMEHTA, YAOCTOBEpPSIOIIEro €ro JWYHOCTb, CBEACHUS O JaTe
BBIJIa4YH YKa3aHHOTO JIOKyMEHTA U BBIIABIIIEM €ro OpraHe;

HanMeHOBaHME ((haMHIIINIO, UMsI, OTYECTBO) M QAPEC OMEpaTopa, MOITYUaIOlEero
coryiacue cyObeKTa MepcoHaIbHBIX TaHHbBIX;

1eJ1b 00padOTKH MEPCOHATIBHBIX TAHHBIX;

NepEYeHb IMEePCOHAIBHBIX JaHHBIX, Ha OOpaOOTKYy KOTOPBIX IAeTCs COTJIACHEe
CyObeKTa IepCOHAIbHBIX JaHHBIX;

nepevyeHb NeHCTBUN C MEPCOHAJIBHBIX JAHHBIX HAa COBEpIICHHE KOTOPHIX TaeTcs
coriacue, o0IIee OMHCAHHME MCIOIb3YyEeMbIX OINEpPaTopoM CIOco00B 00paboOTKU
NePCOHABHBIX JaHHBIX;

CPOK, B TCUCHUC KOTOPOIr'o lIGfICTByeT COorjlaCme, a TakKe rnopsaa0K €ro OT3niBa.

7.7. Cornacue Ha 00paOOTKY MEPCOHAIBHBIX JIAHHBIX MOXET OBITh OTO3BaHO

CyOBEKTOM MEPCOHAIBHBIX JAHHBIX MO0 MHUCHBbMEHHOMY 3allpocy Ha MM JUPEKTOpa

Lenrpa.

7.8. CyOBEKT NEepCOHANbHBIX JAaHHBIX HMEET MPaBO Ha IMOJyuYEHHE CIeIyIolIen

uHpopmaruu:

CBEJICHUS O JIUIAX, KOTOPblE HMMEIOT JOCTYH K MEpPCOHAIbHBIM JAHHBIM WIIH
KOTOPBIM MOXET ObITh MPEOCTABIEH TAKOM JTOCTYII; MepeueHb 00pabaThIBaeMBbIX
NEPCOHANBHBIX JaHHBIX M HCTOYHUK HUX TOJIY4YEHHUS; CPOKU 00paboTKu
NepCOHAJBHBIX JAHHBIX, B TOM YHUCIIE CPOKH UX XpaHEHHUS,

CBEJICHUSI O TOM, KaKHe IOpUIUYECKHE MMOCIEICTBUS s CyOBEKTa MepCOHATbHBIX

JAHHBIX MOJKET IOBJICYb 3a COO0M 00pabOTKa ero MepCoOHaIbHBIX JaHHBIX.

7.9. CyObeKkT MepcOHANIbHBIX JAaHHBIX BIpaBe TpeOOBaTh OT OMEpaTopa YTOUHEHUS

CBOHMX IICPCOHAJIBHBIX NAHHBIX, HMX 6J'IOI(I/IpOBaHI/IH HJIIN YHHUYTOXCHUA B CiIydac, CCIIN

MNCPCOHANIbHBIX JaHHBIX SBJIAIOTCSA HCIIOJHBIMMU, yCTapCBIIUMHU, HCIAOCTOBCPHLIMH,
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HE3aKOHHO TOJyYEHHBIMU WJIA HE SBJISIFOTCS HEOOXOIMMBIMHU [IJISl 3asBJICHHOM LIeNu
00paboTKH.
7.10. CBenenusi 0 MEPCOHANBHBIX JAHHBIX JOJHKHBI OBITH MPENOCTaBICHBI CYyOBEKTY
MEPCOHANBHBIX JIAHHBIX OIEPATOPOM B JOCTYMHOM QopmMe, U B HHUX HE JOJHKHBI
COJIEP)KAaThCA B TMEPCOHAIBHBIX JAHHBIX, OTHOCAIIMECS K JAPYTUM CyOBEeKTam
MEPCOHAJIbHBIX JIAHHBIX.
7.11. Jloctym K CBOMM TIE€PCOHAJbHBIM JaHHBIM MPENOCTABIACTCA CyOBEKTY
MEPCOHANIBHBIX JIAHHBIX WJIM €ro 3aKOHHOMY TIPEICTABUTENI0 ONEepaTopoM Ipu
MOJIyYUeHUH THCHbMEHHOIO 3ampoca CyObeKTa IMEepPCOHAJbHBIX JaHHBIX WU €ro
3aKOHHOTO mpencTaBuTens. [luceMeHHBIH 3ampoc MOJKEH ObITh aapecoBaH Ha UM
nupekTopa LleHTpa win ynoJTHOMOYEHHOTO PYKOBOJIUTEIIEM JIMIIO.
7.12. CyOBekT B mpaBe 00KajoBaTh B YIOJHOMOYEHHBIM OpraH MO 3allUTe MpaB
CyOBEKTOB MEPCOHAIBHBIX JAHHBIX MM B CyJIeOHOM TOpSAJIKE HEIpPaBOMEPHbIE
JNEUCTBUA WM Oe3/1eMCTBUS NEPCOHATIBHBIX JAHHBIX TOJDKHOCTHBIX Jull LlenTpa mpu
00palboTKe M 3allUTE €r0 NePCOHATBHBIX JaHHBIX.
8. O0s13aHHOCTH M NIPaBa A0JKHOCTHBIX JIMII.
8.1. Jlupextop IllenTtpa opraHuzyer pabOTy IO TOCTPOCHHIO CHUCTEMBI 3alllUThI
uH(GOPMaLlMOHHON CUCTeMBbI. B yacTHOCTH:
® Ha3HAYaeT OTBETCTBEHHOIO 3a OpPraHU3alMI0 3alUThl MHPOPMALMHU M3 YHCIIA
coTpyIHUKOB LleHTpa;
e VYTBEpPXKAAeT KPyr JIMI, MMEIOIIMUX JOCTYyN K 3alHilaeMoil uHpopManuu u
MOPSZIOK UX PabOTHI;
® YTBEPXKJAeT KOMIUIEKT JOKYMEHTOB, ONPEACIAIONIUX MOJUTHUKY B OTHOIICHUU
3alUThl  MH(pOpPMAIMM B  YUYPEXKJIEHUH, a TaKKe JIOKAJIbHbIE  aKThI,
YCTaHABIMBAIOIINX TPOIEAYPHl, HANpaBlIEeHHbIE HAa TNPEJAOTBpAIICHUE U
BBISIBJICHUE HApYLIEHUH 3aKOHOAaTesbcTBa PO.
8.2. OTBETCTBEHHBIH 3a 3aIUTy HHPOPMAIINH:
e pa3pabaThiBaeT OPraHU3aLUOHHO-PACHIOPSIIUTENbHBIE JOKYMEHTBI [0 BOMPOCAM
3ammThl UHpOpMaluu Tpu €€ o0paboTke ¢ MOMONIBI0 HHGOPMAIIMOHHON

CHCTEMBI;
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KOHTPOJUPYET WCIOJHEHUE TMPUKA30B U  PACTIOPSIKEHUN  BBIIIECTOSIIUX
OpraHu3alyii o Bomnpocam obdecrnedeHust 6€30nacHOCTH HHPOPMAIIH;
o0OecrieuynBaeT 3alUTy HMHPOPMALIMM, UUPKYJIHpYyIOUEH Ha  O0BEKTax
uH(popMaTH3anuy;

IPOBOJUT CHCTEMAaTHYECKHM KOHTPOJb pabOThl CHCTEM 3allUThl MUH(pOpMaINH,
OPUMEHAEMbIX B HWH(MOPMALMOHHONW CHCTEME, a TaKXe 3a BBINOJIHEHUEM
KOMIIJIEKCA OpPraHU3allMOHHBIX MEPOIPUSATUN MO OoOecrnedeHuto Oe30MacHOCTH
uHbopMaIuy;

IPOBOJAUT MHCTPYKTAX MOJIb30BaTENeH HHPOPMAIIMOHHON CUCTEMBI,
KOHTPOJIUPYET BBHIMIOJIHEHUE AIMHUHHCTPATOPOM HHMOPMAIMOHHONW CHCTEMBI
o0s3aHHOCTE MO  oOecneyeHU0 (YHKUIMOHUPOBAHUS CHUCTEM  3aIUThI
uHbopMaIuu (HacTporKa U COMPOBOKICHHUE MOACUCTEMbI YIIPABICHUS JOCTYIIOM
MOJIL30BATENsI K 3aIlUIIaeMbIM HH()OPMAIIMOHHBIM pecypcaM WH(GOPMAaIMOHHON
CUCTEMBbI, aHTUBHPYCHAs 3allliTa, p€3ePBHOE KOMMPOBAHNE JAHHBIX U T.1I.);
KOHTPOJIUPYET TOPSAOK y4éra M XpaHEHWs MAIIMHHBIX  HOCUTENeH
KOH(}UIeHIUATbHON HHPOpMALINH;

y4acTByeT B paboTax MO BHECEHHWIO W3MEHEHUH B almapaTHO-MPOTPAMMHYIO
KoH(purypamuo nHHOPMAITMOHHON CHCTEMBI;

ompenenseT TMOpPSJAOK M OCYLIECTBISIET KOHTPOJb PEMOHTa  CpEICTB
BBIYUCIUTENFHON TEXHUKH, BXOASAIIUX B COCTaB MHPOPMAIIMOHHON CHCTEMBI;
IPUHUMAET MEPHI MO0 ONEPATUBHOMY U3MEHEHUIO MapoJiel MpU YBOJIbHEHUU WU
NepeMEeIEHIH COTPYAHUKOB, UMEBIIUX JOMYCK K MH()OPMALIMOHHON CUCTEME;
TpeOyeT yCTpaHEHHUsS BBISBICHHBIX HApyIIEHHWH W HEJOCTaTKOB, JaeT
oOs3aTeNbHbIE JUISl MCIOJHEHHS YKa3aHds [0 BOIpocaM  OOecnedeHus
MOJIOKEHUN MHCTPYKIIMH 110 3a1uTe nHOpMaIny;

TpeOyeT OT paOOTHUKOB MPEACTABICHUS MUCHMEHHBIX OOBSICHEHHUH 1O (akTam
HapYIICHUS PeXUMa KOH(QUICHIIHATEHOCTH;

B CJlydae BBISBIICHUS MOINBITOK HECAHKIIMOHUPOBAHHOI'O JIOCTyNa K MH(OpMaLUu
WIM TONBITOK XWUUICHWS, KOMHWPOBAHMS, W3MEHEHHUS, HE3aMEeIJINTEIbHO

IIPUHAMAET MEPBI PECEUEHMS U AOKIAABIBAET pyKoBoAuTENMO L{eHTpa;
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e 00 UMEIOMMXCS HENOCTaTKaXx U BbISBICHHBIX HAapyIIEHUSX TpeOoBaHMMA
HOPMATUBHBIX U PYKOBOJAIIUX JOKYMEHTOB IO 3alIUTe HHPOPMAIINH, a TAKXKE B
YCTAQHOBJICHHBIE ~ CPOKM  TOATOTaBIMBA€T  HEOOXOAMMYIO  OTYETHYIO
JOKYMEHTAIUIO O COCTOSIHUU paboT 110 3aIuTe HH(HOPMAIIHH.

8.3. HecooTBercTBHE MEp YCTAaHOBJIEHHBIM TPEOOBAaHUSAM WM HOPMaM IO 3aLIUTE

uHpOpMalUY, SBISETCS HApyIIEHHEM U BIEYET aJIMUHHCTPATUBHOE HaKa3aHUE

OTBCTCTBCHHBIX JIHUII B COOTBCTCTBHUH C 3aKOHOAATCIIbCTBOM P®.
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